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1. Global OpenNetBasics

1.1. Required Information to Access Global OpenNet (GO)

Mac users can access GO using one of these three secure methods for logging in to the GO
system: 1) SafeWord Fob; 2) RSA Hard Token; and 3) RSA Soft Token.

Global OpenNet (GO) users must provide the following information to access the system:

1. OpenNet Username
2. OpenNet Password

3. Access Token passcode (generated for you by one of the Access Tokens you have
received — see Figure 1.1 below).

NOTE: If you do not have an Access Token, please contact your local IT administrator.

1.2. Introduction to your Access Token

An Access Token contains a unique timed code needed to log onto the GO System. It is
generated by either a physical device (Hard Token) or software (Soft Token) installed on a
device you already have; i.e. a BlackBerry mobile device. Access Tokens generate a one-time
passcode that you will use each time you access the GO System. The Figure 1.1 below describes
the different Access Token Types:

Access Token Type Description What it looks like
SafeWord Gold Token Physical device (Hard Token) that ——
Also known as the FOB or generates an alphanumeric passcode used | HeHbHD |
ONE FOB. to access the GO System. NS

P00 06GS

RSA SecurlID SID700 Physical device (Hard Token) that
Hardware Token generates a one-time numeric passcode
Also known as the RSA used in combination with a user-defined,

6-digit Personal Identification Number

Hard Token, similar to the
(PIN) to access the GO System.

FOB, used to access GO.

RSA SecurlD Software Software installed on your BlackBerry
Token mobile device. Similar to the Hard a0t
Also known as the RSA Soft | Token, it generates a one-time numeric 0068 1396

Token because it is a passcode that is used in combination with
software token which can be | & user-chosen, 6-digit PIN to access GO.

loaded onto another physical | NOTE: Other mobile devices may be
device; e.g. a BlackBerry approved in the future to host the Soft
Mobile device. Token.

Figure 1-1: Global OpenNet Access Token Types
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2. GO Access and Setup
2.1. GO System Access and

Setup

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure and compatibility check. Please go through these initial steps before performing any of
the procedures that follow later in this document.

Steps

Screen

Access the GO System by opening
your browser and entering
http://go.state.gov. On the GO
Home Page, in the menu on the left
side of the page, select “Required
System Setup”. That will bring up
the information shown on the right
side of the screen shown here.

1.

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the

GO Quick Guide.

U.S. Department of State

Global OpenNet

Required System Setup

The Global OpenNet System requires the following settings / components:

9Winclows

@ Install Java

9 Install Java

9 Install Citrix Plug-In
@ [nstall Printing Software

9 Install Citrix Plug-In
@ nstall Printing Software

U.S. Department of State - Global OpenNet

Install the Citrix plug-in via the
highlighted link by clicking on the
link and following the on-screen
instructions.

NOTE: Java does not need to be
installed since Apple updates Java
through their Software Update via
OS X.

NOTE: Wait to install “Printing
Software” until after you have
successfully logged in.

2.

¥ Check Your Connection Speed
¥ Kiosk Mode

* FAQ

» GO User Guides

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the

GO Quick Guide.

U.S. Department of State
Global OpenNet

[ Reaired systemsewp Required System Setup

The Global OpenNet System requires the following settings / components:

OpenNet

@ Ensure TLS v1.0 is enabled in your browser (See "Global
EAQ")

s from *.state.gov in your browser (See “Global

'l

BMAC
P
9 Install Citrix Plug-In

)

> Windows

@ Install Java

Q@ Install Citrix Plug-In
[}

Install Printing Software

U.S. Department of State - Global Openhat
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Steps

Screen

3. To make sure that pop-up windows
are allowed, open the “Safari”
menu from the browser, and then
uncheck the “Block Pop-Up

Windows” option.

® | L) File Edit View History Bookmarks Window Help

About Safari
Safari Extensions Gallery

Report Bugs to Apple...

&
Apple - Star*
ple.com/startpage/

Fmps YouTube Wikipedia News (36) m')

Block Pop-Up Windows

iPod iPhone

Reset Safari... iCloud. Coming this fall. t
Empty Cache... NHE Cloud stores your content and With §
wirelessly pushes it to all your devic I

Services » )

Hide Safari HH

Hide Others L¥EH

Quit Safari ®Q {
shop the Apple Online Store * Hot News Headlines it

ate Browsing...

Download the Apple Store app.

Apple Revolutionizes Video Editing With F

Apple today announced Final Cut Fro X, a ne
popular pro video editing

wnioad the Apple Store app b

4. Next, under the same “Safari” L AERS — S
drop down menu as shown Lo fd 63 = G 7NN IES ich
above’ SEIECt “Preferences”’ then Fraudulent sites: EI'IWam when visiting a fraudulent website
When the “Preferences" Screen Location services: MAIIDW websites to ask for location information
displays, click the “Security” icon e TR
(red box at top). ooy B9

5. Inthe Safari browser, enabling S
TLS v1.0 requires that the Enable et
plug ins, Enable Java, and Enable O I 1 e
JavaScript boxes are checked (see (Show Cookies )
red rectangle). atabase storage: (EME_ 8 allowed before asking

6. Prerequisites have now been met (S Do)
and yOU are ready tO access GO[ ¥ Ask before sending a non-secure form from a secure website @

NOTE: Inter/Intranet Zones are not

required in Safari to access
*state.gov and *state.sbu websites.
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2.2. Log in With Your SafeWord Hard Token (FOB) [ BOHGH, |

P209006 8
P2OSOGS

Perform the steps below to log into the GO System using a SafeWord Hard Token (FOB).

Steps

Screen

1. Select the SafeWord icon
corresponding to your Mac
Operating System (OS).

U.S. Department of State
Global OpenNet

5. Depantment of State - Global Dpantiet

2. Enter your OpenNet Username
and Password.

o

DEPARTMENT OF STATE

Global OpenNet

User Name:

OpenNet Password:

PIN + ’
Token Passcode Only (FOB):

* First time RSA user: click here to setup your PIN,

| Login |

3. Push the ON button on your
SafeWord Access Token (FOB)
and enter your PIN using the
keypad. A passcode displays for
60 seconds.

NOTE: You should have received a
PIN when you received your
SafeWord Token. If you did not, or
have forgotten your PIN, please
contact the IT Service Center.

DD E
EPe @

D)
5 o =

0 = &
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Steps Screen
4. Enter this 6-digit alphanumeric U.S. DEPARTMENT OF STATE
token passcode into the SafeWord Gilobal OpenNet
token field and select Login. :
OpenNet Password:
(ot |
| Login |
* First time RSA user: click here to setup your PIN.

User Name: Jane Doe

OpenNet Password: | #kkdkkkkhdkkhdk
PIN + Token Passcode (RSA):

Token Passcode Only (FOB): | %%
5. Double-click the GO Desktop 7o)
icon to access GO. —
=
=—__3 L
2
e®
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2.3. Log in With Your RSA Hard Token

& @ 7RI TY) |
> =

Perform the steps below to initially create your PIN using your RSA Hard Token, and to then
login to the GO system using your PIN plus the RSA Hard Token passcode.

Steps

Screen

1. Select the RSA icon corresponding
to your Mac Operating System
(0S).

U.S. Department of State

Global OpenNet

> Required System Setup

> GO User Guides

U.5. Department of State - Global Opentiet

2. Click on the “click here to setup your
PIN” link at the bottom of the GO
Login screen to set up a PIN.

@_ U.S. DEPARTMENT OF STATE
,... Global OpenNet

User Name:

OpenNet Password:

PIN + Token Passcode (RSA):
Token Passcode Only (FOB):

[ Login |

* First time RSA usfir: click here to setup vour PIN. |

3. Enter your OpenNet Username and
Password.

@._ U.S. DEPARTMENT OF STATE
, Global OpenNet

User Name:

OpenNet Password:

PIN + Token Passcode (ﬁA):
Token Passcode Only (FOB):

| Login |

* First time RSA user: click here to setup your PIN.

4. Look at your RSA Hard Token. It
automatically generates a one-time
passcode. This token passcode is
automatically regenerated every
60 seconds.

—_— _

— T ——
) @ T59759) ||
- =

1)

e
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Steps Screen

5. Enter this token passcode only into

the “PIN + Token Passcode (RSA)” @ ti2: DESAEIMENT OF & TALE
field and select Login. / Global OpenNet
NOTE: Entering your token passcode User Nae:
without a PIN is valid initially to create DN PiissFar
your PIN. Once your PIN is created and  Token Prscode 0ol (FOP |
for all subsequent logons, you will need (Losin)
to enter the PIN + token passcode as * First time RSA user: clck here to setup your PIN.

documented in Step 7 below.

6. You will be prompted to create a
new 6-digit PIN. Enter it twice and

select Save PIN. ———
Instant Virtual Extranet
NOTE: This step is required one time e P Reguies
You must create 3 new Persondl 1dentification Number (PIN) before you <an Sign in. Your PIN should be & characters kng.
only. Once you have created your PIN —
you will not see this screen again.

7. Enter your OpenNet Username and

Password and in the PIN + Token o l“\léml\;;alla 6"');";&“

Passcode field, enter the PIN you

just created and the one-time token UserNauoe:
passcode and select Login. Openet Password:
PIN + Token Passcode (RSA):

Example: If your PIN is 123456 and e
the RSA Token Passcode displayed
is 123456, then you would enter
123456123456 in the PIN + Token
Passcode field.

[Login |

* First time RSA user: click here to setup your PIN.

User Name: | jane Doe

OpenNet Password: | k& &k kkkkkkxkk

PIN + Token Passcode (RSA):
Token Passcode Only (FOB):

kkkkkk kkdkkk
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Steps Screen

8. After clicking on “Login” in Step 7 2] ——
above, you will be brought to the o=
GO Applications screen. Double - -
click the GO *“User Desktop™ icon —
to access GO. &
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2.4. Log In with an RSA Soft Token (on Your BlackBerry)

2.4.1. Installing an RSA Soft Token on Your BlackBerry

Perform the one-time steps below to install the RSA Soft Token on your BlackBerry device.

NOTE: Exact screens will be determined by which BlackBerry device you have; e.g. in
some cases the Download folder referenced below will be the Applications folder.

Steps

Screen

1. Before logging into the GO System
with your Soft Token, you must
first download the token onto your
device; i.e., BlackBerry device.
These steps are performed one
time. After you have completed the
steps in this section, continue onto
Section 3.4.2 below.

S e

0068 1396

2. Navigate to the Downloads folder
on your BlackBerry and open your
Downloads folder.

3. Select the RSA SecurlD icon.

4. Now press the Menu button on the
BlackBerry device—you will then
be asked to accept the license
agreement. Scroll to "Accept" and
press the trackball to accept the
licensing agreement.

July 26, 2012

10

GO User Guide for MAC




Steps

Screen

5. Close the RSA application and open
your email inbox on your
BlackBerry device.

6. Open the email message which
contains your software token.

7. Scroll down to the bottom of the
email message where the token
appears. Put your cursor next to the
token

=) Graham, Theodore |

(élCharlotte Brady 6:36p
(4 Vujasinovic, Vuki 10:13a
Iiﬁfljé;wn|fer ]eﬁeﬁ}s N ‘10:12a
iu'\fujallsinovic. \a;'uki I 10:12a

8. Press the Menu button on the
BlackBerry device and scroll down
to select Import Token.

9. Enter the security password that
was given to you in a separate
email.

10. Once the security password is
entered successfully, you have
completed the installation of the
RSA Soft Token on your
BlackBerry device.

NOTE: This security password is
entered only during the initial
installation of the RSA software.

July 26, 2012
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Steps

Screen

11. Whenever you click on the RSA
SecurlID icon (depending upon your
device, located in either the
Downloads or Applications
folder), the RSA software generates
a random number, that you will use
(along with your RSA Soft Token
Pin) to logon to GO.

12. Now please continue on to Section
2.4.2 to create your RSA Soft
Token Pin.

NOTE: The number generated will
display for approximately 60 seconds.
If you need another number, just click
on the RSA SecurID Icon again.

paaLBesemg

peesBifeps
aewRfes

S e oo’
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2.4.2. Creating your RSA Soft Token PIN
Once you have performed the one-time procedures in the previous section, you can create the

Personal Identification Number (PIN) for your RSA Soft Token.

Steps

Screen

1. Select the RSA icon corresponding
to your MAC Operating System
(0S).

U.S. Department of State

Global OpenNet

2. Enter your OpenNet Username and
Password.

L 1Y)

U.S. DEPARTMENT OF STATE

Giobal OpenNet

User Name:

OpenNet Password:

PIN +

—
oken Passcode (RSA):

Token Passcode Only (FOB):

* First time RSA user: click here to setup your PIN.

[ Login

3. Return to your BlackBerry device
and, depending upon your device,
navigate to either the Downloads or
Applications folder. Select the
RSA SecurelD icon and the
application automatically generates
a one-time 8-digit passcode. This
token passcode changes every 60
seconds.

&

July 26, 2012
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Steps

Screen

4. Enter this token passcode into the
PIN + Token passcode field and
select Login.

NOTE: Entering your passcode
without a PIN is valid initially to
create your PIN. Once your PIN is
created, and for all subsequent
logons, you will need to enter the
PIN + token passcode as
documented in Step 6 below.

@ U.S. DEPARTMENT OF STATE
Giobal OpenNet

User Name:

OpenNet Password:

PIN + Token Passcode (RSA):
Token Passcode Only (FOB):

| Login |

* First time RSA user: click here to setup your PIN.

5. You will be prompted to create a
new 6 digit PIN. Enter it twice and
select Save PIN.

NOTE: This step is required one time
only. Once you have created your PIN,
you will not see this screen again.

Welcome to the
Instant Virtual Extranet

D New PIN Required

You must create 3 new Personal Identificabion Number (PIN) before you Can sign in. Your PIN should be 6 characters kong

New PIN |

Conferm PIN

Sawe P [([Cancel

6. Enter your OpenNet Username and
Password and, in the PIN + Token
passcode (RSA) field, enter the
PIN you just created and the one-
time token passcode and select
Login.

Example: If your PIN is 123456
and the token passcode displayed is
12345678, then you would enter
12345612345678 in the PIN +

@. U.S. DEPARTMENT OF STATFE
,__, Global OpenNet

User Name:

OpenNet Password:

PIN + Token Passcode (RSA):
Token Passcode Only (FOB):

| Login |

* First time RSA user: click here to setup your PIN.

User Name: [ Jane Doe

OpenNet Password: | k& kkkkkkkkkkk

. PIN + Token Passcode (RSA):
Token Passcode (RSA) field. Token Passcode Only (FOB): | =% *** Rka=#%x%
July 26, 2012 14 GO User Guide for MAC




2.5. Completing Access to the Global OpenNet (GO) System

No matter which type of Access Token you have, the initial steps for accessing the GO System
are the same for all users. When you reach the GO “Login” screen, depending on which type of
token you are using (SafeWord Fob, RSA Hard Token, or RSA Soft Token), you will login with
the appropriate PIN and Token passcode. Perform the steps below to access to the GO System.

Steps

Screen

1. Access the GO System by
opening your browser and
entering http://go.state.qov.

_:'"_ n . -
@.\_/. - |J® http: ffgo.state.gov/

_\____xﬁ\‘.yml:ﬁ'h- -\v‘ Lr".\_\-ﬁ-u..‘" N e

2. Read and accept the system
authorization and consent notice
by selecting | agree.

U.S. Department of State

Global OpenNet

> Required System Setup
> Check Your Connection Speed
> Kinsk Mode

Read This First
n

3. Once you click on the “I agree”
button, the “System Login and
Information” screen appears, as
shown on the right. Select the
appropriate icon corresponding
to your Token Type (RSA or
SafeWord) under the Mac
Operating System (OS).

U.S. Department of State

Global OpenNet

System Login and Information
sv:

LA -2

epartment of State - Global Opentiet

July 26, 2012
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Steps

Screen

4. Enter your OpenNet Username,
Password, and the appropriate
token passcode; e.g., SafeWord
or RSA.

a.For SafeWord Token: Enter
an alphanumeric 6-digit token
passcode only.

b.For RSA Hard Token: Enter
a numeric, 6-digit PIN + a
numeric 6-digit RSA Hard
Token passcode.

c.For RSA Soft Token: Enter a
numeric, 6-digit PIN + a
numeric 8-digit RSA Soft
Token passcode.

See sections 2.2, 2.3, and 2.4
above for token passcode

U.S. DEPARTMENT OF STATE

Giobal OpenNet

User Name:
OpenNet Password:

PIN + Token Passcode (RSA):
Token Passcode Only (FOB):

I | Login | I

* First time RSA user: click here to setup your PIN.

User Name: | Jane Doe

OpenNet Password: | #kkdkkkkkdkkhdk

PIN + Token Passcode (RSA):

kekkkkk

Token Passcode Only (FOB):

User Name: | jane Doe

! OpenNet Password: | sk ks kodkkdk

PIN + Token Passcode (RSA): dedkedededed
Token Passcode Only (FOB): T

User Name: [ jane Doe

e OpenNet Password: | k& kkdkkkdhkhhkk

PIN + Token Passcode (RSA):
details. To;cn%gsl.oo?iiom; (FOB), Rk
4. You will now see the GO [7e) l
System Desktop Launch Screen. e
Select User Desktop to launch =
a remote desktop session. =
-
July 26, 2012 16 GO User Guide for MAC



Steps Screen

5. The User Desktop will now
launch (the first time may take
up to 5 minutes); thereafter the
Desktop may take up to 30
seconds to display, depending
upon your connection). You may
now access applications either
from the Start menu or from the
User Desktop itself.

NOTE: Initially you will not have
ANY icons except the Recycle bin.
Afterwards you may customize
your desktop to include whatever
icons you wish.

6. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
to display all available
applications.

July 26, 2012 17 GO User Guide for MAC



Steps

Screen

NOTE: It is very important to “log
off”” properly after using the GO
system. Always complete the two
following steps: ““Log off”” through
the ““Start™ menu, as per Step 7,
and “Log Off” through the
browser, as per Step 8.

7.

First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the “Start” menu (lower
left).

Second, to end your remote
session, click on “Log Off” on
the upper right hand corner of
your browser, as shown in the
figure on the right.

VN

Always click on “Log Off”
to terminate a session.

Select view: | Groups  * |

July 26, 2012
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2.6. Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appear,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from I thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, right
click on “My Computer” and then click on “Explore”—the Network Drives will be listed on the
right, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., you can email yourself your drive path/network share path, and when opening the email up
in GO, you will have the drive path available to copy/paste when mapping your network drive
while in GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path
from your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A — H are reserved for system mapping and should not be used.

Steps Screen

1. From your GO published
desktop, click on Start, and ¥
then click on Documents. @ Internet Explarer Documents

= indi A ekt
§ 25| Microsoft Office Word 2007 I:EEESS S

L-_ Remoke Deskbop Connection »
= 3%

4 &l Programs
I |5earch programs and files P2l Logoff >|
L 7start
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Steps Screen

2. When the screen shown to the
right displays, click on
“Computer”, and a list of
mapped drives will display on
the right side under “Network
Location”. Check to be sure the
drive you require is not already
mapped.

3. Next, right click on Computer 4 Downloads o T—
and click on Map network %] Recent Places = b free of 53,
drive. “ Mebwork Location (1)

il X PR il V)

Collapse

o Mew Yalurne (D)
58 ChhurnC (i esoc

Open in new windaw

?j Mebwork,

Add a netwark location

Delete
Rename

Properties
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Steps

Screen

4. GO will automatically map
most users to their Network
Drive/folder that they use at
work. However, if your
personal Network folder is not
available, or you wish to
connect to additional folders for
common Office Files etc.,
follow these steps:

Select a drive letter that
has not been used. (Drive
letters A — H are reserved
for system mapping and
should not be used when
mapping additional drives.)

Type in the network path
to the drive on the Folder
field (the path in the screen
on the right, \\ dosintus.
domain.state.sbu\ tap
public$\Officshare$), is
only an example).

Check the “Reconnect at
logon” box if you want this
drive to automatically map
every time you are logged
into GO.

Then click Finish.

%, Map Network Drive x|

O @; Map Hetwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want te connect to:

Drive: Z j
Folder: \\doslntus‘do-ma\n.state.sbu\tappubl\cS\Of‘flcsharj I Browse...

Example: Y\server\share
v R ]

[~ Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

cos |

5. Your mapped network drive
should now appear under the
Network location.

i Computer

- l‘i‘]l Search Computer

9(:)9 |;li ~ Computer ~

Organize ¥ Syskem properties  Uninstall or change & program  Map network drive  Open Contral Panel

(=[r]
I

¢ Favorites “ Hard Disk Drives (2)

B Desktop
& Downloads

Local Disk (C:)

New Yolume (1)
[

Tl Recent Places

+ Hetwork Location (2]
8] Computer . ChhumCx software (Yonewashdcnant) (7:)

o 4 (lesocosentaplODiirmuserfiSada) (... "
&, Losal ok (0 = | ) 5.3 e of 1505
-y M Ui (D)

58 ChhumCy (\esocoeen
8 software (Ylonewsshd

€ Network
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2.7. Connecting to a PST File

In order to connect to a PST file, which is a Personal Folder file (.pst) in Outlook, you should
have available the path to your Network folder and the location of your PST files. The path to
your Network folder may be needed if it was not automatically mapped when accessing GO.

Important: Refer to section “2.6 Mapping a Network Drive” above for information on obtaining
the drive/network folder path required by using your office Desktop computer. Otherwise contact
your system administrator.

Steps Screen
1. From your GO Desktop launch {© et WicraseFe Outioh
Microsoft Outlook. Eile Edit View go[ Tools Iﬁctions Help
A Mew - @ (23 x _Sgrq(l_'Receive 3
. Instant Search 3
Mail F
. Favorite Folders [ Address Book..,  Ctrl+Shift+B
2. Click on Tools then scroll down — %% organize '
. L ~|Inbox (200 | ki
and click on Account (5 sent ttems @ Rules and Alerts..
Setti ngs... Rl e Out of Office Assistant..

‘QA" Mail Ttems Mailbox Cleanup...

B 5¥ Mailbax - Chium, CF @ Empty "Deleted Items” Folder

[ citrix

@ Deleted tems (1) @ Recaver Deleted Items...

HZ\l Drafts .[m]_ Eorms »

[ Inbox {200}

[ INFO Macro »
—

L@ Junl E-mail Account Seffings..

3 MC

3. From the Account Settings Account Sektings
dialog box, click on the Data Data Files
Files tab and click on Add... Outlook Daka Files

‘E-mal  DataFiles | Rss Feeds | Sharepaint Lists | Internet €

Lohdd... |29 Settings... @ Set as Default X Remow
M

P | Filename
Mailbo hwm, Charlie x Mot available

4. Highlight the “Office Outlook x|
Personal Folders Files (.pst)”
and click OK to continue.

Twpes of storage:
Office Qutlook Personal Folders File (. pst)

=iy L = e L e =

Descripkion

Provides more storage capacity For ikems and folders,
Supparts multilingual Unicode daka, Mot compatible with
Outlook 97, 98, 2000, and 2002,

oK I Zancel |
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Steps

Screen

5. A “Restrictions” warning box
may appear at this point. Ignore
this warning and just click OK.

|'/ \I This operation has been cancelled due to restrictions in effect on this computer. Please contact your

@' system administrator.

x|

6. To select an existing PST file
from your home drive, scroll
down and select your mapped
home drive on the left side of
the panel. Once your drive is
selected, you can see all of your
files on the right side of the
panel. Highlight and select
your PST file and click OK.

Create or Open Outlook Data File

G”"‘ (_)v [ - comp... ~ chhumC (lissocosentapio... -

~ |23 [ search chhumci (v

Organizs v hlew folder

:I Mame ~ | Date mc
4 Libraries M j1fz01
=5 Documents | YMWARE Request 713jC
o Music
| WINDOWS 2/10/2C
[&=| Pickures
H videos 1] BackupEmail 8/4j201
[#] | Delkek Time & Expense - Login 10/14f2
8 Computer [# | G Enterprise 4.2.1

&, vocal Disk (C:)

s New Yolume (03}

by ChhumC (Vesocoeentapl( -
5 test

/= wiekpnes
-| 4]

€ Netwark,

7/8{201

1jezfac

atrdtar

File name: IPersona\ Folders(1)

Save as bype: [Personal Folders Files

~ Hide Faolders Tools -

7. Click OK again to accept this
PST file. And finally, click
Close to exit.

Personal Folders

General |

Mame: |Personal Folders

Filename: | H:\Personal Folders(1), pst
Format: | Persanal Folders File

e — | Changes the passwo_rd used bo access
the personal falder File
e —v— | Reduce_s the size of vour personal
faolder fils

Cornrment

Cancel Apply
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Steps

Screen

8. Click Add again if you want to
add an additional PST file, or
click Close to go back to
Outlook.

Account Settings x|

Data Files

Outlook Data Files

"E-mall_Data Files |RSS Feeds I ShareFoint Lists | Inkernet Calendars | Published Calendars | Address Books |

[ add... )50 settings... @ SetasDefault X Remove (=) Open Folder...

Mame

| Filename

| Comment |

Personal Folders

Select & data fils in the list, then click Settings for more details o click Open Folder to display the Tell Me Mare. ..

older that contains the data fils. To move or copy these files, you must first shut down Outlook,

Mailbax - Chhum, Charlie ¥ Not available

Persanal Folders(1).pst in H:

Default

Close

9. You should now see your
mapped PST file on the Mail
Folders in Outlook on the left
panel.

o =L LV R T L  TTN U RE TR SRR TR

File  Edit ¥iew Go Tools ¢
BNew - |G B X | CaBeply

Mail « ||
Favorite Folders F3 SArc
L_;:] Inbox (200 i
U= SentItems
Mail Folders 2= o
L1 All Mail Items -
£ ¥4t Mailbax - Chhum, cF ~ | R
3 Citrix = A
@ Deleted Items {3} fi
7| Drafts [10] =

[ Inbox 200)

3 NFO

g Junik E-mail

3 mC

L= outhaox

L[ RSS Feeds

3 5COM

[ sent Items

L& Search Folders

=3 Personal Folders

Received: Mon
Subject: From 1
PowerPoink doc
Size: 2 MB

L] Mail

| Calendar

9=;| Contacks
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2.8. Install printing software

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Macintosh computers from the same “Required System

Setup” page.

Steps

Screen

1. When you bring up
“Required System Setup”
from the GO home page
(http://GO.State.Gov),
click on “Install Printing
Software” under the MAC
icon.

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the
GO Quick Guide.

. The Global OpenNet System requires the following settings / components:

U.S. Department of State - Global Openhet

U.S. Department of State
Global OpenNet

@ Ensure TLS v1.0 is enabled in your browser (See "Global OpenNet
EAQ")

@ Allow pop-ups from *.state.gov in your brewser (See "Global
OperNet FAQ™)

@ GO User Guides

gwindows

9 1nstall Java
9 Install Citrix Plug-In
9 nstall Printing Software

&..

9 Install Java
Q

9 [nstall Printing Software

¥ SEAHCH FOR
() Today
L) Yesterday
L) Past weeh
(5] Al images
(] Mories
(& Al Documents

\8 S
2. Double click on the & Q=lo —:T*j;“” i St el _Q
R " alr ] = | m | zl
"Double Click to Install .
. = Doubla Click to Install
box to |n-Sta” ‘;:: *mh " I;naga GE:J'E olic l|:ara ||~151Ka|uauk
s anzubngen Klicken
ScrewDrivers v4. e o TOER IS TSI
i for Mac ...nlyl.pkg Double olc:  installer
v th Doppio scatto da installare
Sk
4 mierrufing
;A_ Applicaticns
[} Documents

@

readme.txt

Citrix Client
Downloads

Support | triCerat
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http://go.state.gov/�

Steps

Screen

3. Click "Continue" to
proceed beyond the
Introduction window.

8.006

< Install ScrewDrivers v4 Client

@ Introduction
® Read Me

@ License [ )
@ Destination:Selait
® Installagion Tyﬁi;
@ Installation

3 1

Welcome to the ScrewDrivers v4 Client Installer

Welcome to the ScrewDrivers v4 for Mac client installer.

: @0 Ba_c_lf_ ; Continue

4. Click "Continue™ again to
proceed beyond the Read
Me information window.

8006

'« Install ScrewDrivers v4 Client

a

@ Introduction
& Read Me

® License 1
® DestinatjionSela€t
® Installagion TWT';

@ Installation
T |
Summary S8
”u.' i a =

1

Important Information

ScrewDrivers v4 Client for Mac (ica only) README
Requirements

* Intel based Mac running 10.5.x or 10.6.X.
* Citrix Online plug-in (full or web only) 11.0,11.1,0r 11.2
* ScrewDrivers 4.5.8.0 or higher, or Simplify Printing 5.3.1 or higher

Change log
12/06/2010
* Fixed error in preference pane log levels. Removed dead on date.
* Open beta

11/06/2010

* Corrects issue where install_ica is not run during install, leaving the
SD plug-in not enabled.

* System PreferencePane for SD can enable/disable logging, repair
5D installs and detect install issues.

* Plug-in requires SD Server 4.5.6.66 or higher to build printers.

* Logging now requires an entry to the Modules file, not just the
existence of the log file.

* Client has an expiration date of January 10, 2011 at 0:00 UTC

A
L4

(" Print... ) [ Ssave.. )

(" Go Back (" Continue ) I
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Steps Screen

5. CIle "COI’]tInue" tO anon ‘w Install ScrewDrivers w4 Client
proceed beyond the End Software License Agreement
User License Agreement % (English B
. . @ Introduction
information.  Ceer D END USER LICENSE AGREEMENT 0

IMPORTANT - READ CAREFULLY: BY DOWNLOADING,
INSTALLING OR RECEIVING THIS SOFTWARE OR OTHER
MATERIALS PROVIDED BY TRICERAT, INC. (“TRICERAT’), YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS END USER LICENSE
AGREEMENT (“AGREEMENT"), THAT YOU UNDERSTAND IT, AND
@ Installation THAT YOU AGREE TO BE BOUND BY ITS TERMS. TRICERAT IS
WILLING TO LICENSE THE LICENSED TECHNOLOGY (AS DEFINED
el Symimary s HEREIN) TO YOU OR THE ENTITY FOR WHICH YOU ARE
| : INSTALLING THIS SOFTWARE (“LICENSEE") ONLY UPON THE
u CONDITION THAT LICENSEE ACCEPTS ALL OF THE TERMS AND
CONDITIONS CONTAINED IN THIS AGREEMENT. IF LICENSEE
DOES NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, THEN LICENSEE SHOULD PROMPTLY EXIT THIS
PAGE WITHOUT DOWNLOADING, INSTALLING OR RECEIVING
THE LICENSED TECHNOLOGY.

@ License [
® DestinationiSelagt
i

@ Installagion Type

A

L Definitions. v
b (" Print.. ) [ Save. ) (" GoBack | [ Continue )
6. Select "Agree" to affirm T sofue
. . To continue installing the software you must agree to the terms
Compl iance with the of the software license agreement.
license agreement and
. . Click Agree to continue or click Disagree to cancel the installation
Contlnue Wlth the and quit the Installer.
installation.
[ Read License ) € Disagree MN( Agree )

7. Click on "Install" to Moo '« Install ScrewDrivers v4 Client

proceed with the Standard Install on “Macintosh HD”

installation. :

© Introduction

& Read Me This will take 3.7 MB of space on your computer.

O License 1 Click Install to perform a standard installation of

this software for all users of this computer. All
) users of this computer will be able to use this
© Installation Type software.

© Destination Select
y

® Installation
Ay
A e =
o Symimary SR

( GoBack | ( Install )
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Steps

Screen

8. You will be prompted to
enter your password to
allow the Installer to
proceed. Enter password
and click "OK."

Y

b Details

@

Type your p d to allow | ller to make
changes.

Name: ' Username

Password:

([ Cancel @

9. If successful, the window
shown here will display.
Click "Close™ to complete
the installation.

806

‘= Install ScrewDrivers v4 Client

The installation was completed successfully.

© Introduction
© Read Me

© License £
© Destination Select
@ Installation Ty;:e

© Installation

[ -

ScrewDrivers v4 for Mac is now installed. If you are running Citrix 11.2
and have added desktops via Dazzle, you must remove and re-add
those desktops to enable ScrewDrivers. Published applications and
desktops accessed via the web interface are enabled at the next logon.
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2.9. GO System Log-Off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in Step 1 and Step 2,
below. Always “Log Off” using these two steps, in the order and the manner shown.

Steps Screen

NOTE: It is very important to
“log off”” properly after using the
GO system. Always complete the
two following steps: ““Log off”
through the ““Start” menu, as per
Step 1, and *““Log Off”” through the
browser, as per Step 2.

1. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

2. Second, to end your remote
session, click on “Log Off” on
the upper right, as shown in the
figure on the right.

f E Select view: | Groups + |

Always use “Log Off” to
terminate a session.
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Steps Screen
3. The GO Launch screen shown mo
here is displayed after Log Off, | "o v
which confirms exit from the g
GO System Lounching the Secure Agplication Manager, Please Wit
\
|
i
Launching th \apiica nager may take se ts: the Secus from e 0 con functionaity |
|
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